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Duesseldorf University Hospital

Woman's Death

Prosecutors believe the woman died from delay

Cyber Attack Suspected in German

hackers attacked a hospital’s computers. It could be the first
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Death occurred after a patient was diverted to a nearby hospital after the Duesseldorf University Hospital suffered a
ttack.
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A patient has died after

ransomware hackers hit a
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German hospital

Thisis the first ever case of afatality being linkq
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Deadly Ransomware Story
Continues to Unfold

A ransomware attack with fatal consequences is attracting notice and

ent from around the world.
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Ransomware warning: Now attacks are
stealing data as well as encrypting it

SFU ransomware attack exposed data from
250,000 accounts, documents show

Nefilim Ransomware Threatens to Expose
Stolen Data

Maze Ransomware Attacks Surging in 2020,
Demanding Ransom, Exposing Stolen Data

Ransomware Hacking Groups Post
Data from 5 Healthcare Entities

NetWalker, REvil, SunCrypt, and Pysa, or Mespinoza, ransomware
hacking groups posted data allegedly stolen from five healthcare

entities in recent weeks to blackmail them into paying the ransom.

Data stolen in ransomware attack on French

Maze ransomware exposed Canon's
stolen data online
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Victimized organizations
that paid ransoms

Source: 2020 Cyberthreat Defense Report, CyberEdge Group
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L, Ako 9. Nefilim

2 Avaddon 10. NetWalker

3. CLOP 11. Phobos Soma
4, Conti (Ryuk) 12.  RagnarlLocker

5. Darkside 13.  Revil (Sodinokibi) Maze
6. DoppelPaymer  14. Sekhmet

7. Maze 15. Sodinokibi Phobos
8. Mespinoz (Pysa)
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Source: Q2 2020 Ransomware Marketplace Report, Coveware, Inc.
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Average Ransom Payment

$178,254

+60% from Q1 2020

3Q18 4Q18 1Q19 2Q19 3Q19 4Q19 1Q20 2Q20

Average Days of Downtime

16

+7% from Q1 2020

|_Quarter | Ransom | +.-Gtr/Qu

3Q18
4Q18
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2Q19
3Q19
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1Q20
2Q20

$5,593
$6,733  20.4%
$12,762  89.5%
$36,205  184.4%
$41,198  13.5%
$84,116  104%
$111,605  33%
$178,254  60%

Source: Q2 2020 Ransomware Marketplace Report, Coveware, Inc.
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